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NETWORKLAYERDESIGNISSUES
Inthefollowingsectionswewillprovideanintroductiontosomeoftheissuesthatthedesignersofthenetwork
layermustgrapplewith.Theseissuesincludetheserviceprovidedtothetransportlayerandtheinternaldesignof
thesubnet.
STORE-AND-FORWARDPACKETSWITCHING

 ThenetworklayerprotocolsoperationcanbeseeninFig.5-1.
 Themajorcomponentsofthesystemarethecarrier'sequipment(routersconnectedbytransmission

lines),showninsidetheshadedoval.
 Thecustomers'equipment,shownoutsidetheoval.HostH1isdirectlyconnectedtooneofthecarrier's

routers,A,byaleasedline.Incontrast,H2isonaLANwitharouter,F,ownedandoperatedbythe
customer.Thisrouteralsohasaleasedlinetothecarrier'sequipment.

 WehaveshownFasbeingoutsidetheovalbecauseitdoesnotbelongtothecarrier,butintermsof
construction,software,andprotocols,itisprobablynodifferentfromthecarrier'srouters.
Whetheritbelongstothesubnetisarguable,butforthepurposesofthischapter,routerson
customerpremisesareconsideredpartofthesubnet.

Theenvironmentofthenetworklayerprotocols

 Ahostwithapackettosendtransmitsittothenearestrouter,eitheronitsownLANoroverapoint-to-
pointlinktothecarrier.

 Thepacketisstoredthereuntilithasfullyarrivedsothechecksumcanbeverified.Thenitis
forwardedtothenextrouteralongthepathuntilitreachesthedestinationhost,whereitisdelivered.

 Thismechanismisstore-and-forwardpacketswitching.

SERVICESPROVIDEDTOTHETRANSPORTLAYER
Thenetworklayerprovidesservicestothetransportlayeratthenetworklayer/transportlayerinterface.
Thenetworklayerserviceshavebeendesignedwiththefollowinggoalsinmind.
1.Theservicesshouldbeindependentoftheroutertechnology.



2.Thetransportlayershouldbeshieldedfromthenumber,type,andtopologyoftherouterspresent.
3.Thenetworkaddressesmadeavailabletothetransportlayershoulduseauniformnumberingplan,even
acrossLANsandWANs.

 Thereisadiscussioncentersonwhetherthenetworklayershouldprovideconnection-orientedservice
orconnectionlessservice.

 Intheirview(basedon30yearsofactualexperiencewithareal,workingcomputernetwork),the
subnetisinherentlyunreliable,nomatterhowitisdesigned.Therefore,thehostsshouldacceptthe
factthatthenetworkisunreliableanddoerrorcontrol(i.e.,errordetectionandcorrection)andflow
controlthemselves.

 Thisviewpointleadsquicklytotheconclusionthatthenetworkserviceshouldbeconnectionless,with
primitivesSENDPACKETandRECEIVEPACKETandlittleelse.

 Inparticular,nopacketorderingandflowcontrolshouldbedone,becausethehostsaregoingtodo
thatanyway,andthereisusuallylittletobegainedbydoingittwice.

 Furthermore,eachpacketmustcarrythefulldestinationaddress,becauseeachpacketsentiscarried
independentlyofitspredecessors,ifany.

 Theothercamp(representedbythetelephonecompanies)arguesthatthesubnetshouldprovidea
reliable,connection-orientedservice.

 ThesetwocampsarebestexemplifiedbytheInternetandATM.TheInternetoffersconnectionless
network-layerservice;ATMnetworksofferconnection-orientednetwork-layerservice.However,it
isinterestingtonotethatasquality-of-serviceguaranteesarebecomingmoreandmoreimportant,
theInternetisevolving.Inparticular,itisstartingtoacquirepropertiesnormallyassociatedwith
connection-orientedservice,aswewillseelater.Actually,wegotaninklingofthisevolutionduring
ourstudyofVLANsinChap.4.

IMPLEMENTATIONOFCONNECTIONLESSSERVICE
 Twodifferentorganizationsarepossible,dependingonthetypeofserviceoffered.
 Ifconnectionlessserviceisoffered,packetsareinjectedintothesubnetindividuallyandrouted

independentlyofeachother.Noadvancesetupisneeded.Inthiscontext,thepacketsarefrequently
calleddatagrams(inanalogywithtelegrams)andthesubnetiscalledadatagramsubnet.

 Ifconnection-orientedserviceisused,apathfromthesourceroutertothedestinationroutermustbe
establishedbeforeanydatapacketscanbesent.ThisconnectioniscalledaVC(virtualcircuit),in
analogywiththephysicalcircuitssetupbythetelephonesystem,andthesubnetiscalledavirtual-
circuitsubnet.

 Letusnowseehowadatagramsubnetworks.SupposethattheprocessP1inFig.5-2hasalong
messageforP2.Ithandsthemessagetothetransportlayerwithinstructionstodeliverittoprocess
P2onhostH2.ThetransportlayercoderunsonH1,typicallywithintheoperatingsystem.It
prependsatransportheadertothefrontofthemessageandhandstheresulttothenetworklayer,
probablyjustanotherprocedurewithintheoperatingsystem.



Figure5-2.Routingwithinadatagramsubnet

 Letusassumethatthemessageisfourtimeslongerthanthemaximumpacketsize,sothenetwork
layerhastobreakitintofourpackets,1,2,3,and4andsendseachoftheminturntorouterA
usingsomepoint-to-pointprotocol,

 Forexample,PPP.Atthispointthecarriertakesover.Everyrouterhasaninternaltabletellingit
wheretosendpacketsforeachpossibledestination.Eachtableentryisapairconsistingofa
destinationandtheoutgoinglinetouseforthatdestination.Onlydirectly-connectedlinescanbeused.

 Forexample,inFig.5-2,Ahasonlytwooutgoinglines—toBandC—soeveryincomingpacketmustbe
senttooneoftheserouters,eveniftheultimatedestinationissomeotherrouter.A'sinitialroutingtable
isshowninthefigureunderthelabel''initially''.AstheyarrivedatA,packets1,2,and3werestored
briefly(toverifytheirchecksums).TheneachwasforwardedtoCaccordingtoA'stable.Packet1was
thenforwardedtoEandthentoF.WhenitgottoF,itwasencapsulatedinadatalinklayerframeand
senttoH2overtheLAN.Packets2and3followthesameroute.

 However,somethingdifferenthappenedtopacket4.WhenitgottoAitwassenttorouterB,even
thoughitisalsodestinedforF.Forsomereason,Adecidedtosendpacket4viaadifferentroutethan
thatofthefirstthree.PerhapsitlearnedofatrafficjamsomewherealongtheACEpathandupdated
itsroutingtable,asshownunderthelabel''later.''

 Thealgorithmthatmanagesthetablesandmakestheroutingdecisionsiscalledtherouting
algorithm.

IMPLEMENTATIONOFCONNECTION-ORIENTEDSERVICE
 Forconnection-orientedservice,weneedavirtual-circuitsubnet.
 Letusseehowthatworks.
 Theideabehindvirtualcircuitsistoavoidhavingtochooseanewrouteforeverypacketsent,asin

Fig.5-2.Instead,whenaconnectionisestablished,aroutefromthesourcemachinetothe
destinationmachineischosenaspartoftheconnectionsetupandstoredintablesinsidetherouters.



 Thatrouteisusedforalltrafficflowingovertheconnection,exactlythesamewaythatthe
telephonesystemworks.

 Whentheconnectionisreleased,thevirtualcircuitisalsoterminated.Withconnection-oriented
service,eachpacketcarriesanidentifiertellingwhichvirtualcircuititbelongsto.

 Asanexample,considerthesituationofFig.5-3.Here,hostH1hasestablishedconnection1with
hostH2.Itisrememberedasthefirstentryineachoftheroutingtables.ThefirstlineofA'stable
saysthatifapacketbearingconnectionidentifier1comesinfromH1,itistobesenttorouterCand
givenconnectionidentifier1.Similarly,thefirstentryatCroutesthepackettoE,alsowith
connectionidentifier1.

Figure5-3.Routingwithinavirtual-circuitsubnet.

NowletusconsiderwhathappensifH3alsowantstoestablishaconnectiontoH2.Itchoosesconnection
identifier1(becauseitisinitiatingtheconnectionandthisisitsonlyconnection)andtellsthesubnetto
establishthevirtualcircuit.Thisleadstothesecondrowinthetables.Notethatwehaveaconflicthere
becausealthoughAcaneasilydistinguishconnection1packetsfromH1fromconnection1packetsfromH3,C
cannotdothis.Forthisreason,Aassignsadifferentconnectionidentifiertotheoutgoingtrafficforthe
secondconnection.Avoidingconflictsofthiskindiswhyroutersneedtheabilitytoreplaceconnection
identifiersinoutgoingpackets.Insomecontexts,thisiscalledlabelswitching.

COMPARISONOFVIRTUAL-CIRCUITANDDATAGRAMSUBNETS
ThemajorissuesarelistedinFig.5-4,althoughpuristscouldprobablyfindacounterexamplefor
everythinginthefigure.



Figure5-4.Comparisonofdatagramandvirtual-circuitsubnets.

ROUTINGALGORITHMS
Theroutingalgorithmisthatpartofthenetworklayersoftwareresponsiblefordecidingwhichoutputline
anincomingpacketshouldbetransmittedon.
PROPERTIESOFROUTINGALGORITHM:
Correctness,simplicity,robustness,stability,fairness,andoptimality
FAIRNESSANDOPTIMALITY.

Fairnessandoptimalitymaysoundobvious,butasitturnsout,theyareoftencontradictorygoals.Thereis
enoughtrafficbetweenAandA',betweenBandB',andbetweenCandC'tosaturatethehorizontallinks.To
maximizethetotalflow,theXtoX'trafficshouldbeshutoffaltogether.Unfortunately,XandX'maynot
seeitthatway.Evidently,somecompromisebetweenglobalefficiencyandfairnesstoindividualconnectionsis
needed.
CATEGORYOFALGORITHM

 Routingalgorithmscanbegroupedintotwomajorclasses:nonadaptiveandadaptive.
 Nonadaptivealgorithmsdonotbasetheirroutingdecisionsonmeasurementsorestimatesofthe

currenttrafficandtopology.Instead,thechoiceoftheroutetousetogetfromItoJiscomputedin
advance,off-line,anddownloadedtotherouterswhenthenetworkisbooted.



 ThisprocedureissometimescalledStaticrouting.
 Adaptivealgorithms,incontrast,changetheirroutingdecisionstoreflectchangesinthetopology,

andusuallythetrafficaswell
 Thisprocedureissometimescalleddynamicrouting

THEOPTIMALITYPRINCIPLE
 IfrouterJisontheoptimalpathfromrouterItorouterK,thentheoptimalpathfrom

JtoKalsofallsalongthesameroute.
 Thesetofoptimalroutesfromallsourcestoagivendestinationformatreerootedat

thedestination.Suchatreeiscalledasinktree.

(a)Asubnet.(b)AsinktreeforrouterB.
 Asadirectconsequenceoftheoptimalityprinciple,wecanseethatthesetofoptimalroutesfromall

sourcestoagivendestinationformatreerootedatthedestination.
 Suchatreeiscalledasinktreewherethedistancemetricisthenumberofhops.Notethatasinktree

isnotnecessarilyunique;othertreeswiththesamepathlengthsmayexist.
 Thegoalofallroutingalgorithmsistodiscoverandusethesinktreesforallrouters.

SHORTESTPATHROUTING
• Atechniquetostudyroutingalgorithms:Theideaistobuildagraphofthesubnet,witheachnode

ofthegraphrepresentingarouterandeacharcofthegraphrepresentingacommunicationline
(oftencalledalink).

• Tochoosearoutebetweenagivenpairofrouters,thealgorithmjustfindstheshortestpathbetween
themonthegraph.

• Onewayofmeasuringpathlengthisthenumberofhops.Anothermetricisthegeographicdistance
inkilometers.Manyothermetricsarealsopossible.Forexample,eacharccouldbelabeledwiththe
meanqueuingandtransmissiondelayforsomestandardtestpacketasdeterminedbyhourlytestruns.

• Inthegeneralcase,thelabelsonthearcscouldbecomputedasafunctionofthedistance,bandwidth,
averagetraffic,communicationcost,meanqueuelength,measured



delay,andotherfactors.Bychangingtheweightingfunction,thealgorithmwouldthencomputethe
''shortest''pathmeasuredaccordingtoanyoneofanumberofcriteriaortoacombinationofcriteria.

ThefirstfivestepsusedincomputingtheshortestpathfromAtoD.Thearrowsindicatetheworkingnode.
 Toillustratehowthelabellingalgorithmworks,lookattheweighted,undirectedgraphofFig.5-

7(a),wheretheweightsrepresent,forexample,distance.
 WewanttofindtheshortestpathfromAtoD.WestartoutbymarkingnodeAaspermanent,

indicatedbyafilled-incircle.
 Thenweexamine,inturn,eachofthenodesadjacenttoA(theworkingnode),relabelingeachone

withthedistancetoA.
 Wheneveranodeisrelabelled,wealsolabelitwiththenodefromwhichtheprobewasmadesothat

wecanreconstructthefinalpathlater.
 HavingexaminedeachofthenodesadjacenttoA,weexamineallthetentativelylabellednodesinthe

wholegraphandmaketheonewiththesmallestlabelpermanent,asshowninFig.5-7(b).
 Thisonebecomesthenewworkingnode.

WenowstartatBandexamineallnodesadjacenttoit.IfthesumofthelabelonBandthedistancefromB
tothenodebeingconsideredislessthanthelabelonthatnode,wehaveashorterpath,sothenodeis
relabelled.
Afterallthenodesadjacenttotheworkingnodehavebeeninspectedandthetentativelabelschangedif
possible,theentiregraphissearchedforthetentatively-labellednodewiththesmallestvalue.Thisnodeis
madepermanentandbecomestheworkingnodeforthenextround.Figure5-7showsthefirstfivestepsof
thealgorithm.

 Toseewhythealgorithmworks,lookatFig.5-7(c).AtthatpointwehavejustmadeEpermanent.
SupposethattherewereashorterpaththanABE,sayAXYZE.Therearetwopossibilities:either
nodeZhasalreadybeenmadepermanent,orithasnotbeen.Ifithas,thenEhasalreadybeenprobed
(ontheroundfollowingtheonewhenZwasmadepermanent),sotheAXYZEpathhasnotescapedour
attentionandthuscannotbeashorterpath.

 NowconsiderthecasewhereZisstilltentativelylabelled.EitherthelabelatZisgreaterthanor
equaltothatatE,inwhichcaseAXYZEcannotbeashorterpaththanABE,oritislessthanthatof
E,inwhichcaseZandnotEwillbecomepermanentfirst,allowingEtobeprobedfromZ.

 ThisalgorithmisgiveninFig.5-8.Theglobalvariablesnanddistdescribethegraphandare
initializedbeforeshortestpathiscalled.Theonlydifferencebetweentheprogramandthealgorithm
describedaboveisthatinFig.5-8,wecomputetheshortestpathstartingattheterminalnode,t,
ratherthanatthesourcenode,s.Sincetheshortestpathfromttosinanundirectedgraph



isthesameastheshortestpathfromstot,itdoesnotmatteratwhichendwebegin(unlessthereare
severalshortestpaths,inwhichcasereversingthesearchmightdiscoveradifferentone).Thereason
forsearchingbackwardisthateachnodeislabelledwithitspredecessorratherthanitssuccessor.
Whenthefinalpathiscopiedintotheoutputvariable,path,thepathisthusreversed.Byreversing
thesearch,thetwoeffectscancel,andtheanswerisproducedinthecorrectorder.

FLOODING

 Anotherstaticalgorithmisflooding,inwhicheveryincomingpacketissentoutoneveryoutgoingline
excepttheoneitarrivedon.

 Floodingobviouslygeneratesvastnumbersofduplicatepackets,infact,aninfinitenumberunless
somemeasuresaretakentodamptheprocess.

 Onesuchmeasureistohaveahopcountercontainedintheheaderofeachpacket,whichis
decrementedateachhop,withthepacketbeingdiscardedwhenthecounterreacheszero.

 Ideally,thehopcountershouldbeinitializedtothelengthofthepathfromsourcetodestination.If
thesenderdoesnotknowhowlongthepathis,itcaninitializethecountertotheworstcase,namely,
thefulldiameterofthesubnet.

DISTANCEVECTORROUTING

 Distancevectorroutingalgorithmsoperatebyhavingeachroutermaintainatable(i.e,avector)
givingthebestknowndistancetoeachdestinationandwhichlinetousetogetthere.

 Thesetablesareupdatedbyexchanginginformationwiththeneighbors.



 Thedistancevectorroutingalgorithmissometimescalledbyothernames,mostcommonlythe
distributedBellman-FordroutingalgorithmandtheFord-Fulkersonalgorithm,aftertheresearchers
whodevelopedit(Bellman,1957;andFordandFulkerson,1962).

 ItwastheoriginalARPANETroutingalgorithmandwasalsousedintheInternetunderthenameRIP.

(a)Asubnet.(b)InputfromA,I,H,K,andthenewroutingtableforJ.

 Part(a)showsasubnet.Thefirstfourcolumnsofpart(b)showthedelayvectorsreceivedfromthe
neighboursofrouterJ.

 Aclaimstohavea12-msecdelaytoB,a25-msecdelaytoC,a40-msecdelaytoD,etc.Supposethat
Jhasmeasuredorestimateditsdelaytoitsneighbours,A,I,H,andKas8,10,12,and6msec,
respectively.Eachnodeconstructsaone-dimensionalarraycontainingthe"distances"(costs)toallother
nodesanddistributesthatvectortoitsimmediateneighbors.

1. Thestartingassumptionfordistance-vectorroutingisthateachnodeknowsthecostofthelinkto
eachofitsdirectlyconnectedneighbors.

2.Alinkthatisdownisassignedaninfinitecost.

Example.



Table1.Initialdistancesstoredateachnode(globalview).

Information

StoredatNode

DistancetoReachNode

A B C D E F G

A 0 1 1 ∞ 1 1 ∞

B 1 0 1 ∞ ∞ ∞ ∞

C 1 1 0 1 ∞ ∞ ∞

D ∞ ∞ 1 0 ∞ ∞ 1

E 1 ∞ ∞ ∞ 0 ∞ ∞

F 1 ∞ ∞ ∞ ∞ 0 1

G ∞ ∞ ∞ 1 ∞ 1 0

Wecanrepresenteachnode'sknowledgeaboutthedistancestoallothernodesasatableliketheonegivenin
Table1.

Notethateachnodeonlyknowstheinformationinonerowofthetable.Everynodesendsamessagetoits
directlyconnectedneighborscontainingitspersonallistofdistance.(forexample,Asendsitsinformationto
itsneighborsB,C,E,andF.)

1. IfanyoftherecipientsoftheinformationfromAfindthatAisadvertisingapathshorterthan
theonetheycurrentlyknowabout,theyupdatetheirlisttogivethenewpathlengthandnotethat
theyshouldsendpacketsforthatdestinationthroughA.(nodeBlearnsfromAthatnodeEcan
bereachedatacostof1;BalsoknowsitcanreachAatacostof1,soitaddsthesetogetthe
costofreachingEbymeansofA.BrecordsthatitcanreachEatacostof2bygoingthrough
A.)

2.Aftereverynodehasexchangedafewupdateswithitsdirectlyconnectedneighbors,allnodeswill
knowtheleast-costpathtoalltheothernodes.

3.Inadditiontoupdatingtheirlistofdistanceswhentheyreceiveupdates,thenodesneedtokeep
trackofwhichnodetoldthemaboutthepaththattheyusedtocalculatethecost,sothattheycan
createtheirforwardingtable.(forexample,BknowsthatitwasAwhosaid"IcanreachEin
onehop"andsoBputsanentryinitstablethatsays"ToreachE,usethelinktoA.)

Table2.finaldistancesstoredateachnode(globalview).

Information

StoredatNode

DistancetoReachNode

A B C D E F G

A 0 1 1 2 1 1 2

B 1 0 1 2 2 2 3

C 1 1 0 1 2 2 2

D 2 2 1 0 3 2 1



E 1 2 2 3 0 2 3

F 1 2 2 2 2 0 1

G 2 3 2 1 3 1 0

Inpractice,eachnode'sforwardingtableconsistsofasetoftriplesoftheform:(Destination,Cost,
NextHop).
Forexample,Table3showsthecompleteroutingtablemaintainedatnodeBforthenetworkinfigure1.

Table3.RoutingtablemaintainedatnodeB.

Destination Cost NextHop

A 1 A

C 1 C

D 2 C

E 2 A

F 2 A

G 3 A

THECOUNT-TO-INFINITYPROBLEM

Thecount-to-infinityproblem.

 Considerthefive-node(linear)subnetofFig.5-10,wherethedelaymetricisthenumberofhops.
SupposeAisdowninitiallyandalltheotherroutersknowthis.Inotherwords,theyhaveallrecorded
thedelaytoAasinfinity.

 NowletusconsiderthesituationofFig.5-10(b),inwhichallthelinesandroutersareinitiallyup.
RoutersB,C,D,andEhavedistancestoAof1,2,3,and4,respectively.SuddenlyAgoesdown,or
alternatively,thelinebetweenAandBiscut,whichiseffectivelythesamethingfromB'spointof
view.



LINKSTATEROUTING

Theideabehindlinkstateroutingissimpleandcanbestatedasfiveparts.Eachroutermustdothefollowing:
1.Discoveritsneighborsandlearntheirnetworkaddresses.

2.Measurethedelayorcosttoeachofitsneighbors.

3.Constructapackettellingallithasjustlearned.

4.Sendthispackettoallotherrouters.

5.Computetheshortestpathtoeveryotherrouter

LearningabouttheNeighbours

Whenarouterisbooted,itsfirsttaskistolearnwhoitsneighboursare.Itaccomplishesthisgoalby
sendingaspecialHELLOpacketoneachpoint-to-pointline.Therouterontheotherendisexpectedtosend
backareplytellingwhoitis.

NineroutersandaLAN.(b)Agraphmodelof(a).(b)MeasuringLineCost

 Thelinkstateroutingalgorithmrequireseachroutertoknow,oratleasthaveareasonableestimate
of,thedelaytoeachofitsneighbors.Themostdirectwaytodeterminethisdelayistosendoverthe
lineaspecialECHOpacketthattheothersideisrequiredtosendbackimmediately.

 Bymeasuringtheround-triptimeanddividingitbytwo,thesendingroutercangetareasonable
estimateofthedelay.

 Forevenbetterresults,thetestcanbeconductedseveraltimes,andtheaverageused.Ofcourse,this
methodimplicitlyassumesthedelaysaresymmetric,whichmaynotalwaysbethecase.



Figure:AsubnetinwhichtheEastandWestpartsareconnectedbytwolines.

 Unfortunately,thereisalsoanargumentagainstincludingtheloadinthedelaycalculation.Consider
thesubnetofFig.5-12,whichisdividedintotwoparts,EastandWest,connectedbytwolines,CF
andEI.

BuildingLinkStatePackets

(a)Asubnet.(b)Thelinkstatepacketsforthissubnet.
 Oncetheinformationneededfortheexchangehasbeencollected,thenextstepisforeachrouterto

buildapacketcontainingallthedata.
 Thepacketstartswiththeidentityofthesender,followedbyasequencenumberandage(tobe

describedlater),andalistofneighbours.
 Foreachneighbour,thedelaytothatneighbourisgiven.
 AnexamplesubnetisgiveninFig.5-13(a)withdelaysshownaslabelsonthelines.Thecorresponding

linkstatepacketsforallsixroutersareshowninFig.5-13(b).
DistributingtheLinkStatePackets

ThepacketbufferforrouterBinFig.5-13.



 InFig.5-14,thelinkstatepacketfromAarrivesdirectly,soitmustbesenttoCandF
andacknowledgedtoA,asindicatedbytheflagbits.

 Similarly,thepacketfromFhastobeforwardedtoAandCandacknowledgedtoF.
HIERARCHICALROUTING

• Theroutersaredividedintowhatwewillcallregions,witheachrouterknowingallthedetailsabout
howtoroutepacketstodestinationswithinitsownregion,butknowingnothingabouttheinternal
structureofotherregions.

• Forhugenetworks,atwo-levelhierarchymaybeinsufficient;itmaybenecessarytogroupthe
regionsintoclusters,theclustersintozones,thezonesintogroups,andsoon,untilwerunoutof
namesforaggregations.

 Figure5-15givesaquantitativeexampleofroutinginatwo-levelhierarchywithfiveregions.
 Thefullroutingtableforrouter1Ahas17entries,asshowninFig.5-15(b).

 Whenroutingisdonehierarchically,asinFig.5-15(c),thereareentriesforallthelocalroutersas
before,butallotherregionshavebeencondensedintoasinglerouter,soalltrafficforregion2goes
viathe1B-2Aline,buttherestoftheremotetrafficgoesviathe1C-3Bline.

 Hierarchicalroutinghasreducedthetablefrom17to7entries.Astheratioofthenumberofregions
tothenumberofroutersperregiongrows,thesavingsintablespaceincrease.

BROADCASTROUTING

Sendingapackettoalldestinationssimultaneouslyiscalledbroadcasting.

1) Thesourcesimplysendsadistinctpackettoeachdestination.Notonlyisthemethodwastefulof
bandwidth,butitalsorequiresthesourcetohaveacompletelistofalldestinations.

2)Flooding.



Theproblemwithfloodingasabroadcasttechniqueisthatitgeneratestoomanypacketsandconsumestoo
muchbandwidth.

Reversepathforwarding.(a)Asubnet.(b)Asinktree.(c)Thetreebuiltbyreversepathforwarding.Part(a)
showsasubnet,part(b)showsasinktreeforrouterIofthatsubnet,andpart(c)showshowthereversepath
algorithmworks.

 Whenabroadcastpacketarrivesatarouter,theroutercheckstoseeifthepacketarrivedontheline
thatisnormallyusedforsendingpacketstothesourceofthebroadcast.Ifso,thereisanexcellent
chancethatthebroadcastpacketitselffollowedthebestroutefromtherouterandisthereforethe
firstcopytoarriveattherouter.

 Thisbeingthecase,therouterforwardscopiesofitontoalllinesexcepttheoneitarrivedon.If,
however,thebroadcastpacketarrivedonalineotherthanthepreferredoneforreachingthesource,
thepacketisdiscardedasalikelyduplicate.

MULTICASTROUTING

 Todomulticastrouting,eachroutercomputesaspanningtreecoveringallotherrouters.Forexample,
inFig.5-17(a)wehavetwogroups,1and2.



 Someroutersareattachedtohoststhatbelongtooneorbothofthesegroups,asindicatedinthe
figure.

 AspanningtreefortheleftmostrouterisshowninFig.5-17(b).Whenaprocesssendsamulticast
packettoagroup,thefirstrouterexaminesitsspanningtreeandprunesit,removingalllinesthatdo
notleadtohoststhataremembersofthegroup.

 Inourexample,Fig.5-17(c)showstheprunedspanningtreeforgroup1.Similarly,Fig.5-17(d)
showstheprunedspanningtreeforgroup2.Multicastpacketsareforwardedonlyalongthe
appropriatespanningtree.

ROUTINGFORMOBILEHOSTS

 Hoststhatnevermovearesaidtobestationary.
 Theyareconnectedtothenetworkbycopperwiresorfiberoptics.Incontrast,wecandistinguishtwo

otherkindsofhosts.
 Migratoryhostsarebasicallystationaryhostswhomovefromonefixedsitetoanotherfromtimeto

timebutusethenetworkonlywhentheyarephysicallyconnectedtoit.
 Roaminghostsactuallycomputeontherunandwanttomaintaintheirconnectionsastheymovearound.
 Wewillusethetermmobilehoststomeaneitherofthelattertwocategories,thatis,allhoststhat

areawayfromhomeandstillwanttobeconnected

Theregistrationproceduretypicallyworkslikethis:
1. Periodically,eachforeignagentbroadcastsapacketannouncingitsexistenceandaddress.Anewly

-arrivedmobilehostmaywaitforoneofthesemessages,butifnonearrivesquicklyenough,the
mobilehostcanbroadcastapacketsaying:Arethereanyforeignagentsaround?

2. Themobilehostregisterswiththeforeignagent,givingitshomeaddress,currentdatalinklayer
address,andsomesecurityinformation.

3. Theforeignagentcontactsthemobilehost'shomeagentandsays:Oneofyourhostsisoverhere.
Themessagefromtheforeignagenttothehomeagentcontainstheforeignagent'snetwork
address.Italsoincludesthesecurityinformationtoconvincethehomeagentthatthemobilehostis
reallythere.

4. Thehomeagentexaminesthesecurityinformation,whichcontainsatimestamp,toprovethatit
wasgeneratedwithinthepastfewseconds.Ifitishappy,ittellstheforeignagenttoproceed.

5. Whentheforeignagentgetstheacknowledgementfromthehomeagent,itmakesanentryinits
tablesandinformsthemobilehostthatitisnowregistered.



CONGESTIONCONTROLALGORITHMS
 Whentoomanypacketsarepresentin(apartof)thesubnet,performancedegrades.Thissituationis

calledcongestion.
 Figure5-25depictsthesymptom.Whenthenumberofpacketsdumpedintothesubnetbythehostsis

withinitscarryingcapacity,theyarealldelivered(exceptforafewthatareafflictedwith
transmissionerrors)andthenumberdeliveredisproportionaltothenumbersent.

 However,astrafficincreasestoofar,theroutersarenolongerabletocopeandtheybeginlosing
packets.Thistendstomakemattersworse.Atveryhightraffic,performancecollapsescompletely
andalmostnopacketsaredelivered.

Figure5-25.Whentoomuchtrafficisoffered,congestionsetsinandperformancedegradessharply.

Congestioncanbebroughtonbyseveralfactors.Ifallofasudden,streamsofpacketsbeginarrivingon
threeorfourinputlinesandallneedthesameoutputline,aqueuewillbuildup.

 Ifthereisinsufficientmemorytoholdallofthem,packetswillbelost.
 Slowprocessorscanalsocausecongestion.Iftherouters'CPUsareslowatperformingthe

bookkeepingtasksrequiredofthem(queuingbuffers,updatingtables,etc.),queuescanbuildup,
eventhoughthereisexcesslinecapacity.Similarly,low-bandwidthlinescanalsocausecongestion.

APPROACHESTOCONGESTIONCONTROL
 Manyproblemsincomplexsystems,suchascomputernetworks,canbeviewedfromacontroltheory

pointofview.Thisapproachleadstodividingallsolutionsintotwogroups:openloopandclosedloop.

Figure:TimescalesOfApproachesToCongestionControl

 Openloopsolutionsattempttosolvetheproblembygooddesign.
 Toolsfordoingopen-loopcontrolincludedecidingwhentoacceptnewtraffic,decidingwhento

discardpacketsandwhichones,andmakingschedulingdecisionsatvariouspointsinthenetwork.



 Closedloopsolutionsarebasedontheconceptofafeedbackloop.
 Thisapproachhasthreepartswhenappliedtocongestioncontrol:

1. Monitorthesystemtodetectwhenandwherecongestionoccurs.
2.Passthisinformationtoplaceswhereactioncanbetaken.
3.Adjustsystemoperationtocorrecttheproblem.

 Avarietyofmetricscanbeusedtomonitorthesubnetforcongestion.Chiefamongthesearethe
percentageofallpacketsdiscardedforlackofbufferspace,theaveragequeuelengths,thenumber
ofpacketsthattimeoutandareretransmitted,theaveragepacketdelay,andthestandarddeviation
ofpacketdelay.Inallcases,risingnumbersindicategrowingcongestion.

 Thesecondstepinthefeedbackloopistotransfertheinformationaboutthecongestionfromthepoint
whereitisdetectedtothepointwheresomethingcanbedoneaboutit.

 Inallfeedbackschemes,thehopeisthatknowledgeofcongestionwillcausethehoststotake
appropriateactiontoreducethecongestion.

 Thepresenceofcongestionmeansthattheloadis(temporarily)greaterthantheresources(inpartof
thesystem)canhandle.Twosolutionscometomind:increasetheresourcesordecreasetheload.

CONGESTIONPREVENTIONPOLICIES
Themethodstocontrolcongestionbylookingatopenloopsystems.Thesesystemsaredesignedtominimize
congestioninthefirstplace,ratherthanlettingithappenandreactingafterthefact.Theytrytoachieve
theirgoalbyusingappropriatepoliciesatvariouslevels.InFig.5-26weseedifferentdatalink,network,
andtransportpoliciesthatcanaffectcongestion(Jain,1990).

Figure5-26.Policiesthataffectcongestion.

ThedatalinklayerPolicies.

 Theretransmissionpolicyisconcernedwithhowfastasendertimesoutandwhatittransmitsupon
timeout.Ajumpysenderthattimesoutquicklyandretransmitsalloutstandingpacketsusinggobackn
willputaheavierloadonthesystemthanwillaleisurelysenderthatusesselectiverepeat.

 Closelyrelatedtothisisthebufferingpolicy.Ifreceiversroutinelydiscardallout-of-orderpackets,
thesepacketswillhavetobetransmittedagainlater,creatingextraload.Withrespecttocongestion
control,selectiverepeatisclearlybetterthangobackn.



 Acknowledgementpolicyalsoaffectscongestion.Ifeachpacketisacknowledgedimmediately,the
acknowledgementpacketsgenerateextratraffic.However,ifacknowledgementsaresavedupto
piggybackontoreversetraffic,extratimeoutsandretransmissionsmayresult.Atightflowcontrol
scheme(e.g.,asmallwindow)reducesthedatarateandthushelpsfightcongestion.

ThenetworklayerPolicies.
 Thechoicebetweenusingvirtualcircuitsandusingdatagramsaffectscongestionsincemanycongestion

controlalgorithmsworkonlywithvirtual-circuitsubnets.
 Packetqueueingandservicepolicyrelatestowhetherroutershaveonequeueperinputline,onequeue

peroutputline,orboth.Italsorelatestotheorderinwhichpacketsareprocessed(e.g.,roundrobin
orprioritybased).

 Discardpolicyistheruletellingwhichpacketisdroppedwhenthereisnospace.
 Agoodroutingalgorithmcanhelpavoidcongestionbyspreadingthetrafficoverallthelines,

whereasabadonecansendtoomuchtrafficoveralreadycongestedlines.
 Packetlifetimemanagementdealswithhowlongapacketmaylivebeforebeingdiscarded.Ifitistoo

long,lostpacketsmaycloguptheworksforalongtime,butifitistooshort,packetsmay
sometimestimeoutbeforereachingtheirdestination,thusinducingretransmissions.

ThetransportlayerPolicies,
 Thesameissuesoccurasinthedatalinklayer,butinaddition,determiningthetimeoutintervalis

harderbecausethetransittimeacrossthenetworkislesspredictablethanthetransittimeoverawire
betweentworouters.Ifthetimeoutintervalistooshort,extrapacketswillbesentunnecessarily.If
itistoolong,congestionwillbereducedbuttheresponsetimewillsufferwheneverapacketislost.

ADMISSIONCONTROL
 Onetechniquethatiswidelyusedtokeepcongestionthathasalreadystartedfromgettingworseis

admissioncontrol.
 Oncecongestionhasbeensignaled,nomorevirtualcircuitsaresetupuntiltheproblemhasgoneaway.
 Analternativeapproachistoallownewvirtualcircuitsbutcarefullyrouteallnewvirtualcircuits

aroundproblemareas.Forexample,considerthesubnetofFig.5-27(a),inwhichtworoutersare
congested,asindicated.

Figure5-27.(a)Acongestedsubnet.(b)Aredrawnsubnetthateliminatesthecongestion.
AvirtualcircuitfromAtoBisalsoshown.

SupposethatahostattachedtorouterAwantstosetupaconnectiontoahostattachedtorouterB.
Normally,thisconnectionwouldpassthroughoneofthecongestedrouters.Toavoidthissituation,wecan
redrawthesubnetasshowninFig.5-27(b),omittingthecongestedroutersandalloftheirlines.The
dashedlineshowsapossiblerouteforthevirtualcircuitthatavoidsthecongestedrouters.



TRAFFICAWAREROUTING
Theseschemesadaptedtochangesintopology,butnottochangesinload.Thegoalintakingloadintoaccount
whencomputingroutesistoshifttrafficawayfromhotspotsthatwillbethefirstplacesinthenetworkto
experiencecongestion.

Themostdirectwaytodothisistosetthelinkweighttobeafunctionofthe(fixed)linkbandwidthand
propagationdelayplusthe(variable)measuredloadoraveragequeuingdelay.Least-weightpathswillthen
favorpathsthataremorelightlyloaded,allelsebeingequal.

ConsiderthenetworkofFig.5-23,whichisdividedintotwoparts,EastandWest,connectedbytwolinks,
CFandEI.SupposethatmostofthetrafficbetweenEastandWestisusinglinkCF,and,asaresult,this
linkisheavilyloadedwithlongdelays.Includingqueueingdelayintheweightusedfortheshortestpath
calculationwillmakeEImoreattractive.Afterthenewroutingtableshavebeeninstalled,mostoftheEast-
WesttrafficwillnowgooverEI,loadingthislink.Consequently,inthenextupdate,CFwillappeartobe
theshortestpath.Asaresult,theroutingtablesmayoscillatewildly,leadingtoerraticroutingandmany
potentialproblems.

Ifloadisignoredandonlybandwidthandpropagationdelayareconsidered,thisproblemdoesnotoccur.
Attemptstoincludeloadbutchangeweightswithinanarrowrangeonlyslowdownroutingoscillations.Two
techniquescancontributetoasuccessfulsolution.Thefirstismultipathrouting,inwhichtherecanbe
multiplepathsfromasourcetoadestination.Inourexamplethismeansthatthetrafficcanbespreadacross
bothoftheEasttoWestlinks.Thesecondoneisfortheroutingschemetoshifttrafficacrossroutes
slowlyenoughthatitisabletoconverge.

TRAFFICTHROTTLING

 Eachroutercaneasilymonitortheutilizationofitsoutputlinesandotherresources.Forexample,it
canassociatewitheachlinearealvariable,u,whosevalue,between0.0and1.0,reflectstherecent
utilizationofthatline.Tomaintainagoodestimateofu,asampleoftheinstantaneouslineutilization,
f(either0or1),canbemadeperiodicallyanduupdatedaccordingto

wheretheconstantadetermineshowfasttherouterforgetsrecenthistory.
Wheneverumovesabovethethreshold,theoutputlineentersa''warning''state.Eachnewly-arrivingpacket
ischeckedtoseeifitsoutputlineisinwarningstate.Ifitis,someactionistaken.Theactiontakencanbe
oneofseveralalternatives,whichwewillnowdiscuss.



THEWARNINGBIT
 TheoldDECNETarchitecturesignaledthewarningstatebysettingaspecialbitinthepacket'sheader.
 Whenthepacketarrivedatitsdestination,thetransportentitycopiedthebitintothenext

acknowledgementsentbacktothesource.Thesourcethencutbackontraffic.
 Aslongastherouterwasinthewarningstate,itcontinuedtosetthewarningbit,whichmeantthat

thesourcecontinuedtogetacknowledgementswithitset.
 Thesourcemonitoredthefractionofacknowledgementswiththebitsetandadjusteditstransmission

rateaccordingly.Aslongasthewarningbitscontinuedtoflowin,thesourcecontinuedtodecreaseits
transmissionrate.Whentheyslowedtoatrickle,itincreaseditstransmissionrate.

 Notethatsinceeveryrouteralongthepathcouldsetthewarningbit,trafficincreasedonlywhenno
routerwasintrouble.

CHOKEPACKETS
 Inthisapproach,theroutersendsachokepacketbacktothesourcehost,givingitthedestination

foundinthepacket.
 Theoriginalpacketistagged(aheaderbitisturnedon)sothatitwillnotgenerateanymorechoke

packetsfartheralongthepathandisthenforwardedintheusualway.
 Whenthesourcehostgetsthechokepacket,itisrequiredtoreducethetrafficsenttothespecified

destinationbyXpercent.Sinceotherpacketsaimedatthesamedestinationareprobablyalreadyunder
wayandwillgenerateyetmorechokepackets,thehostshouldignorechokepacketsreferringtothat
destinationforafixedtimeinterval.Afterthatperiodhasexpired,thehostlistensformorechoke
packetsforanotherinterval.Ifonearrives,thelineisstillcongested,sothehostreducestheflow
stillmoreandbeginsignoringchokepacketsagain.Ifnochokepacketsarriveduringthelistening
period,thehostmayincreasetheflowagain.

 Thefeedbackimplicitinthisprotocolcanhelppreventcongestionyetnotthrottleanyflowunless
troubleoccurs.

 Hostscanreducetrafficbyadjustingtheirpolicyparameters.
 Increasesaredoneinsmallerincrementstopreventcongestionfromreoccurringquickly.
 Routerscanmaintainseveralthresholds.Dependingonwhichthresholdhasbeencrossed,thechoke

packetcancontainamildwarning,asternwarning,oranultimatum.

HOP-BY-HOPBACKPRESSURE
 Athighspeedsoroverlongdistances,sendingachokepackettothesourcehostsdoesnotworkwell

becausethereactionissoslow.
Consider,forexample,ahostinSanFrancisco(routerAinFig.5-28)thatissendingtraffictoahostin
NewYork(routerDinFig.5-28)at155Mbps.IftheNewYorkhostbeginstorunoutofbuffers,itwill
takeabout30msecforachokepackettogetbacktoSanFranciscototellittoslowdown.Thechokepacket
propagationisshownasthesecond,third,andfourthstepsinFig.5-28(a).Inthose30msec,another4.6
megabitswillhavebeensent.EvenifthehostinSanFranciscocompletelyshutsdownimmediately,the4.6
megabitsinthepipewillcontinuetopourinandhavetobedealtwith.OnlyintheseventhdiagraminFig.5-
28(a)willtheNewYorkrouternoticeaslowerflow.



Figure5-28.(a)Achokepacketthataffectsonlythesource.(b)Achokepacketthataffectseachhopit
passesthrough.

Analternativeapproachistohavethechokepackettakeeffectateveryhopitpassesthrough,asshownin
thesequenceofFig.5-28(b).Here,assoonasthechokepacketreachesF,Fisrequiredtoreducetheflow
toD.DoingsowillrequireFtodevotemorebufferstotheflow,sincethesourceisstillsendingawayatfull
blast,butitgivesDimmediaterelief,likeaheadacheremedyinatelevisioncommercial.Inthenextstep,the
chokepacketreachesE,whichtellsEtoreducetheflowtoF.ThisactionputsagreaterdemandonE's
buffersbutgivesFimmediaterelief.Finally,thechokepacketreachesAandtheflowgenuinelyslowsdown.
Theneteffectofthishop-by-hopschemeistoprovidequickreliefatthepointofcongestionatthepriceof
usingupmorebuffersupstream.Inthisway,congestioncanbenippedinthebudwithoutlosinganypackets.
LOADSHEDDING

 Whennoneoftheabovemethodsmakethecongestiondisappear,routerscanbringouttheheavy
artillery:loadshedding.

 Loadsheddingisafancywayofsayingthatwhenroutersarebeinginundatedbypacketsthatthey
cannothandle,theyjustthrowthemaway.

 Arouterdrowninginpacketscanjustpickpacketsatrandomtodrop,butusuallyitcandobetterthan
that.

 Whichpackettodiscardmaydependontheapplicationsrunning.
 Toimplementanintelligentdiscardpolicy,applicationsmustmarktheirpacketsinpriorityclassesto

indicatehowimportanttheyare.Iftheydothis,thenwhenpacketshavetobediscarded,routerscan
firstdroppacketsfromthelowestclass,thenthenextlowestclass,andsoon.



RANDOMEARLYDETECTION
 Itiswellknownthatdealingwithcongestionafteritisfirstdetectedismoreeffectivethanlettingit

gumuptheworksandthentryingtodealwithit.Thisobservationleadstotheideaofdiscarding
packetsbeforeallthebufferspaceisreallyexhausted.Apopularalgorithmfordoingthisiscalled
RED(RandomEarlyDetection).

 Insometransportprotocols(includingTCP),theresponsetolostpacketsisforthesourcetoslowdown.
ThereasoningbehindthislogicisthatTCPwasdesignedforwirednetworksandwirednetworksare
veryreliable,solostpacketsaremostlyduetobufferoverrunsratherthantransmissionerrors.This
factcanbeexploitedtohelpreducecongestion.

 Byhavingroutersdroppacketsbeforethesituationhasbecomehopeless(hencethe''early''inthe
name),theideaisthatthereistimeforactiontobetakenbeforeitistoolate.Todeterminewhento
startdiscarding,routersmaintainarunningaverageoftheirqueuelengths.Whentheaveragequeue
lengthonsomelineexceedsathreshold,thelineissaidtobecongestedandactionistaken.

JITTERCONTROL
 Thevariation(i.e.,standarddeviation)inthepacketarrivaltimesiscalledjitter.
 Highjitter,forexample,havingsomepacketstaking20msecandotherstaking30msectoarrive

willgiveanunevenqualitytothesoundormovie.JitterisillustratedinFig.5-
29.Incontrast,anagreementthat99percentofthepacketsbedeliveredwithadelayintherangeof24.5
msecto25.5msecmightbeacceptable.

Figure5-29.(a)Highjitter.(b)Lowjitter.
 Thejittercanbeboundedbycomputingtheexpectedtransittimeforeachhopalongthepath.Whena

packetarrivesatarouter,theroutercheckstoseehowmuchthepacketisbehindoraheadofits
schedule.Thisinformationisstoredinthepacketandupdatedateachhop.Ifthepacketisaheadof
schedule,itisheldjustlongenoughtogetitbackonschedule.Ifitisbehindschedule,therouter
triestogetitoutthedoorquickly.

 Infact,thealgorithmfordeterminingwhichofseveralpacketscompetingforanoutputlineshould
gonextcanalwayschoosethepacketfurthestbehindinitsschedule.

 Inthisway,packetsthatareaheadofschedulegetsloweddownandpacketsthatarebehindschedule
getspeededup,inbothcasesreducingtheamountofjitter.

 Insomeapplications,suchasvideoondemand,jittercanbeeliminatedbybufferingatthereceiverand
thenfetchingdatafordisplayfromthebufferinsteadoffromthenetworkinrealtime.However,
forotherapplications,especiallythosethatrequirereal-timeinteractionbetweenpeoplesuchas
Internettelephonyandvideoconferencing,thedelayinherentinbufferingisnotacceptable.

HowtocorrecttheCongestionProblem:

CongestionControlreferstotechniquesandmechanismsthatcaneitherpreventcongestion,beforeithappens,
orremovecongestion,afterithashappened.Congestioncontrolmechanismsaredividedinto



twocategories,onecategorypreventsthecongestionfromhappeningandtheothercategoryremoves
congestionafterithastakenplace.

Thesetwocategoriesare:

1.Openloop

2.Closedloop

OpenLoopCongestionControl

• Inthismethod,policiesareusedtopreventthecongestionbeforeithappens.

• Congestioncontrolishandledeitherbythesourceorbythedestination.

• Thevariousmethodsusedforopenloopcongestioncontrolare:

1.RetransmissionPolicy

• Thesenderretransmitsapacket,ifitfeelsthatthepacketithassentislostorcorrupted.

• Howeverretransmissioningeneralmayincreasethecongestioninthenetwork.Butweneedto
implementgoodretransmissionpolicytopreventcongestion.

• Theretransmissionpolicyandtheretransmissiontimersneedtobedesignedtooptimizeefficiencyand
atthesametimepreventthecongestion.

2.WindowPolicy

• Toimplementwindowpolicy,selectiverejectwindowmethodisusedforcongestioncontrol.

• SelectiveRejectmethodispreferredoverGo-back-nwindowasinGo-back-nmethod,whentimerfor
apackettimesout,severalpacketsareresent,althoughsomemayhavearrivedsafelyatthereceiver.
Thus,thisduplicationmaymakecongestionworse.



• Selectiverejectmethodsendsonlythespecificlostordamagedpackets.

3.AcknowledgementPolicy

• Theacknowledgementpolicyimposedbythereceivermayalsoaffectcongestion.

• Ifthereceiverdoesnotacknowledgeeverypacketitreceivesitmayslowdownthesenderandhelp
preventcongestion.

• Acknowledgmentsalsoaddtothetrafficloadonthenetwork.Thus,bysendingfewer
acknowledgementswecanreduceloadonthenetwork.

• Toimplementit,severalapproachescanbeused:

1.Areceivermaysendanacknowledgementonlyifithasapackettobesent.

2.Areceivermaysendanacknowledgementwhenatimerexpires.

3.AreceivermayalsodecidetoacknowledgeonlyNpacketsatatime.

4.DiscardingPolicy

• Aroutermaydiscardlesssensitivepacketswhencongestionislikelytohappen.

• Suchadiscardingpolicymaypreventcongestionandatthesametimemaynotharmtheintegrityof
thetransmission.

5.AdmissionPolicy

• Anadmissionpolicy,whichisaquality-of-servicemechanism,canalsopreventcongestioninvirtual
circuitnetworks.

• Switchesinaflowfirstchecktheresourcerequirementofaflowbeforeadmittingittothenetwork.

• Aroutercandenyestablishingavirtualcircuitconnectionifthereiscongestioninthe"networkorif
thereisapossibilityoffuturecongestion.

ClosedLoopCongestionControl

• Closedloopcongestioncontrolmechanismstrytoremovethecongestionafterithappens.

• Thevariousmethodsusedforclosedloopcongestioncontrolare:

1.Backpressure

• Backpressureisanode-to-nodecongestioncontrolthatstartswithanodeandpropagates,inthe
oppositedirectionofdataflow.



• Thebackpressuretechniquecanbeappliedonlytovirtualcircuitnetworks.Insuchvirtualcircuit
eachnodeknowstheupstreamnodefromwhichadataflowiscoming.

• Inthismethodofcongestioncontrol,thecongestednodestopsreceivingdatafromtheimmediate
upstreamnodeornodes.

• Thismaycausetheupstreamnodeonnodestobecomecongested,andthey,inturn,rejectdatafrom
theirupstreamnodeornodes.

• Asshowninfignode3iscongestedanditstopsreceivingpacketsandinformsitsupstreamnode2to
slowdown.Node2inturnsmaybecongestedandinformsnode1toslowdown.Nownode1maycreate
congestionandinformsthesourcenodetoslowdown.Inthiswaythecongestionisalleviated.Thus,
thepressureonnode3ismovedbackwardtothesourcetoremovethecongestion.

2.ChokePacket

• Inthismethodofcongestioncontrol,congestedrouterornodesendsaspecialtypeofpacketcalled
chokepackettothesourcetoinformitaboutthecongestion.

• Here,congestednodedoesnotinformitsupstreamnodeaboutthecongestionasinbackpressure
method.

• Inchokepacketmethod,congestednodesendsawarningdirectlytothesourcestationi.e.
theintermediatenodesthroughwhichthepackethastraveledarenotwarned.

3.ImplicitSignaling

• Inimplicitsignaling,thereisnocommunicationbetweenthecongestednodeornodesandthesource.



• Thesourceguessesthatthereiscongestionsomewhereinthenetworkwhenitdoesnotreceiveany
acknowledgment.Thereforethedelayinreceivinganacknowledgmentisinterpretedascongestionin
thenetwork.

• Onsensingthiscongestion,thesourceslowsdown.

• ThistypeofcongestioncontrolpolicyisusedbyTCP.

4.ExplicitSignaling

• Inthismethod,thecongestednodesexplicitlysendasignaltothesourceordestinationtoinform
aboutthecongestion.

• Explicitsignalingisdifferentfromthechokepacketmethod.Inchokepackedmethod,aseparate
packetisusedforthispurposewhereasinexplicitsignalingmethod,thesignalisincludedinthe
packetsthatcarrydata.

• Explicitsignalingcanoccurineithertheforwarddirectionorthebackwarddirection.

• Inbackwardsignaling,abitissetinapacketmovinginthedirectionoppositetothecongestion.This
bitwarnsthesourceaboutthecongestionandinformsthesourcetoslowdown.

• Inforwardsignaling,abitissetinapacketmovinginthedirectionofcongestion.Thisbitwarnsthe
destinationaboutthecongestion.Thereceiverinthiscaseusespoliciessuchasslowingdownthe
acknowledgementstoremovethecongestion.

TUNNELING
 Handlingthegeneralcaseofmakingtwodifferentnetworksinterworkisexceedinglydifficult.

However,thereisacommonspecialcasethatismanageable.
 Thiscaseiswherethesourceanddestinationhostsareonthesametypeofnetwork,butthereisa

differentnetworkinbetween.
 Asanexample,thinkofaninternationalbankwithaTCP/IP-basedEthernetinParis,aTCP/IP-

basedEthernetinLondon,andanon-IPwideareanetwork(e.g.,ATM)inbetween,asshowninFig.5
-47.

Figure5-47.TunnelingapacketfromParistoLondon.



 Thesolutiontothisproblemisatechniquecalledtunneling.
 TosendanIPpackettohost2,host1constructsthepacketcontainingtheIPaddressofhost2,

insertsitintoanEthernetframeaddressedtotheParismultiprotocolrouter,andputsitonthe
Ethernet.Whenthemultiprotocolroutergetstheframe,itremovestheIPpacket,insertsitinthe
payloadfieldoftheWANnetworklayerpacket,andaddressesthelattertotheWANaddressofthe
Londonmultiprotocolrouter.Whenitgetsthere,theLondonrouterremovestheIPpacketandsendsit
tohost2insideanEthernetframe.

 TheWANcanbeseenasabigtunnelextendingfromonemultiprotocolroutertotheother.TheIP
packetjusttravelsfromoneendofthetunneltotheother,snuginitsnicebox.Neitherdothehosts
oneitherEthernet.OnlythemultiprotocolrouterhastounderstandIPandWANpackets.Ineffect,
theentiredistancefromthemiddleofonemultiprotocolroutertothemiddleoftheotheractslikea
serialline.

 ConsiderapersondrivinghercarfromParistoLondon.WithinFrance,thecarmovesunderitsown
power,butwhenithitstheEnglishChannel,itisloadedintoahigh-speedtrainandtransportedto
EnglandthroughtheChunnel(carsarenotpermittedtodrivethroughtheChunnel).Effectively,the
carisbeingcarriedasfreight,asdepictedinFig.5-48.
Atthefarend,thecarisletlooseontheEnglishroadsandonceagaincontinuestomoveunderitsown
power.Tunnelingofpacketsthroughaforeignnetworkworksthesameway.

Figure5-48.TunnelingacarfromFrancetoEngland.

Top10principles

1.Makesureitworks.Donotfinalizethedesignorstandarduntilmultipleprototypeshavesuccessfully

communicatedwitheachother.Alltoooftendesignersfirstwritea1000-pagestandard,getit

approved,thendiscoveritisdeeplyflawedanddoesnotwork.Thentheywriteversion1.1ofthe

standard.Thisisnotthewaytogo.

2.Keepitsimple.Whenindoubt,usethesimplestsolution.WilliamofOccamstatedthisprinciple

(Occam'srazor)inthe14thcentury.Putinmodernterms:fightfeatures.Ifafeatureisnot

absolutelyessential,leaveitout,especiallyifthesameeffectcanbeachievedbycombiningother

features.

3.Makeclearchoices.Ifthereareseveralwaysofdoingthesamething,chooseone.Havingtwoor

morewaystodothesamethingislookingfortrouble.Standardsoftenhavemultipleoptionsor

(Nov’10,May’10,Nov’07)WhatisIP?ExplainIPV4header.

5. Explainaboutthenetworklayerintheinternetindetail



modesorparametersbecauseseveralpowerfulpartiesinsistthattheirwayisbest.Designersshould

stronglyresistthistendency.Justsayno.

4.Exploitmodularity.Thisprincipleleadsdirectlytotheideaofhavingprotocolstacks,eachofwhose

layersisindependentofalltheotherones.Inthisway,ifcircumstancesthatrequireonemoduleor

layertobechanged,theotheroneswillnotbeaffected.

5.Expectheterogeneity.Differenttypesofhardware,transmissionfacilities,andapplicationswill

occuronanylargenetwork.Tohandlethem,thenetworkdesignmustbesimple,general,and

flexible.

6.Avoidstaticoptionsandparameters.Ifparametersareunavoidable(e.g.,maximumpacketsize),itis

besttohavethesenderandreceivernegotiateavaluethandefiningfixedchoices.

7.Lookforagooddesign;itneednotbeperfect.Oftenthedesignershaveagooddesignbutitcannot

handlesomeweirdspecialcase.Ratherthanmessingupthedesign,thedesignersshouldgowiththe

gooddesignandputtheburdenofworkingarounditonthepeoplewiththestrangerequirements.

8.Bestrictwhensendingandtolerantwhenreceiving.Inotherwords,onlysendpacketsthatrigorously

complywiththestandards,butexpectincomingpacketsthatmaynotbefullyconformantandtryto

dealwiththem.

9.Thinkaboutscalability.Ifthesystemistohandlemillionsofhostsandbillionsofuserseffectively,

nocentralizeddatabasesofanykindaretolerableandloadmustbespreadasevenlyaspossibleover

theavailableresources.

10.Considerperformanceandcost.Ifanetworkhaspoorperformanceoroutrageouscosts,nobodywill

useit.

 Atthenetworklayer,theInternetcanbeviewedasacollectionofsubnetworksor

AutonomousSystems(ASes)thatareinterconnected.

 Thereisnorealstructure,butseveralmajorbackbonesexist.Theseareconstructedfromhigh-

bandwidthlinesandfastrouters.Attachedtothebackbonesareregional(midlevel)networks,and

attachedtotheseregionalnetworksaretheLANsatmanyuniversities,companies,andInternetservice

providers.

 Asketchofthisquasi-hierarchicalorganizationisgiveninFig.5-52.



Figure5-52.TheInternetisaninterconnectedcollectionofmanynetworks.



 ThegluethatholdsthewholeInternettogetheristhenetworklayerprotocol,IP(InternetProtocol).

Unlikemostoldernetworklayerprotocols,itwasdesignedfromthebeginningwithinternetworkingin

mind.

 Thenetworklayerjobistoprovideabest-efforts(i.e.,notguaranteed)waytotransportdatagram

fromsourcetodestination,withoutregardtowhetherthesemachinesareonthesamenetworkor

whetherthereareothernetworksinbetweenthem.

 Thetransportlayertakesdatastreamsandbreaksthemupintodatagram’s.

 EachdatagramistransmittedthroughtheInternet,possiblybeingfragmentedintosmallerunitsasit

goes.

 Whenallthepiecesfinallygettothedestinationmachine,theyarereassembledbythenetworklayer

intotheoriginaldatagram.

 Thisdatagramisthenhandedtothetransportlayer,whichinsertsitintothereceivingprocess'input

stream.

THEIPPROTOCOL

• AnIPdatagramconsistsofaheaderpartandatextpart.Theheaderhasa20-bytefixedpart

andavariablelengthoptionalpart.

 TheVersionfieldkeepstrackofwhichversionoftheprotocolthedatagrambelongsto.

 Theheaderlengthisnotconstant,afieldintheheader,IHL,isprovidedtotellhowlongtheheader

is,in32-bitwords.

 TheTypeofservicefieldisoneofthefewfieldsthathavechangeditsmeaning(slightly)overthe

years.Itwasandisstillintendedtodistinguishbetweendifferentclassesofservice.



 TheTotallengthincludeseverythinginthedatagram—bothheaderanddata.Themaximumlengthis

65,535bytes.

 TheIdentificationfieldisneededtoallowthedestinationhosttodeterminewhichdatagramanewly

arrivedfragmentbelongsto.AllthefragmentsofadatagramcontainthesameIdentificationvalue.

Nextcomesanunusedbitandthentwo1-bitfields.

 DFstandsforDon'tFragment.Itisanordertotheroutersnottofragmentthedatagrambecausethe

destinationisincapableofputtingthepiecesbacktogetheragain.

 MFstandsforMoreFragments.Allfragmentsexceptthelastonehavethisbitset.Itisneededto

knowwhenallfragmentsofadatagramhavearrived.

 TheFragmentoffsettellswhereinthecurrentdatagramthisfragmentbelongs.Allfragments

exceptthelastoneinadatagrammustbeamultipleof8bytes,theelementaryfragmentunit.Since

13bitsareprovided,thereisamaximumof8192fragmentsperdatagram,givingamaximum

datagramlengthof65,536bytes,onemorethantheTotallengthfield.

 TheTimetolivefieldisacounterusedtolimitpacketlifetimes.Itissupposedtocounttimeinseconds,

allowingamaximumlifetimeof255sec.

 Whenthenetworklayerhasassembledacompletedatagram,itneedstoknowwhattodowithit.The

Protocolfieldtellsitwhichtransportprocesstogiveitto.TCPisonepossibility,butsoareUDPand

someothers.ThenumberingofprotocolsisglobalacrosstheentireInternet.

 TheHeaderchecksumverifiestheheaderonly.

 TheSourceaddressandDestinationaddressindicatethenetworknumberandhostnumber.

 TheOptionsfieldwasdesignedtoprovideanescapetoallowsubsequentversionsoftheprotocolto

includeinformationnotpresentintheoriginaldesign,topermitexperimenterstotryoutnewideas,

andtoavoidallocatingheaderbitstoinformationthatisrarelyneeded.

 Theoptionsarevariablelength.

IPADDRESS

 EveryhostandrouterontheInternethasanIPaddress,whichencodesitsnetworknumberandhost

number.

 AllIPaddressesare32bitslong.ItisimportanttonotethatanIPaddressdoesnotactuallyrefertoa

host.Itreallyreferstoanetworkinterface,soifahostisontwonetworks,itmusthavetwoIP

addresses.

 IPaddressesweredividedintothefivecategories



 Thevalues0and-1(all1s)havespecialmeanings.Thevalue0meansthisnetworkorthishost.The

valueof-1isusedasabroadcastaddresstomeanallhostsontheindicatednetwork.

SUBNET

 Allthehostsinanetworkmusthavethesamenetworknumber.ThispropertyofIPaddressingcan

causeproblemsasnetworksgrow.Forexample……

 TheproblemistherulethatasingleclassA,B,orCaddressreferstoonenetwork,nottoa

collectionofLANs.

 Thesolutionistoallowanetworktobesplitintoseveralpartsforinternalusebutstillactlikea

singlenetworktotheoutsideworld.



 Toimplementsubnetting,themainrouterneedsasubnetmaskthatindicatesthesplitbetween

network+subnetnumberandhost.

 Forexample,iftheuniversityhasaBaddress(130.50.0.0)and35departments,itcoulduse

a6-bitsubnetnumberanda10-bithostnumber,allowingforupto64Ethernets,eachwitha

maximumof1022hosts.

 Thesubnetmaskcanbewrittenas255.255.252.0.Analternativenotationis/22toindicate

thatthesubnetmaskis22bitslong.


